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DevNetAssociateExamv1.0(200-901) 
 

Exam Description:. This exam tests a candidate's knowledge of software development and 
design including understanding and using APIs, Cisco platforms and development, application 
development and security, and infrastructure and automation. The course, Developing 
Applications and Automating Workflows using Cisco Core Platforms, helps candidates to prepare 
for this exam. 

 
The following topics are general guidelines for the content likely to be included on the exam. 
However, other related topics may also appear on any specific delivery of the exam. To better 
reflect the contents of the exam and for clarity purposes, the guidelines below may change at any 
time without notice. 
 
 

Course duration 
 

 Instructor-led classroom: 16 days remote ( weekend- everyday 2 hours) 

 

Who should attend? 
 Field engineers 
 Wireless Network engineers 
 Wireless Network administrators 
 System engineers 

 
How you'll benefit 
 
This course will cover:  

 
 
 

 1.0 SoftwareDevelopmentandDesign 
 1.1 Comparedataformats(XML,JSON,andYAML) 
 1.2 Describeparsingofcommondataformat(XML,JSON,andYAML)toPythondata 
  structures 
 1.3 Describetheconceptsoftest-drivendevelopment 
 1.4 Comparesoftwaredevelopmentmethods(agile,lean,andwaterfall) 
 1.5 Explainthebenefitsoforganizingcodeintomethods/functions,classes,andmodules 
 1.6 Identifytheadvantagesofcommondesignpatterns(MVCandObserver) 
 1.7 Explaintheadvantagesofversioncontrol 
 1.8 UtilizecommonversioncontroloperationswithGit 

1.8.a Clone 
1.8.b Add/remove 
1.8.c Commit 
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1.8.d Push/pull 
1.8.e Branch 
1.8.f Mergeandhandlingconflicts 
1.8.g diff 

 
 2.0 UnderstandingandUsingAPIs 

 2.1 ConstructaRESTAPIrequesttoaccomplishataskgivenAPIdocumentation 
 2.2 Describecommonusagepatternsrelatedtowebhooks 
 2.3 IdentifytheconstraintswhenconsumingAPIs 
 2.4 ExplaincommonHTTPresponsecodesassociatedwithRESTAPIs 
 2.5 TroubleshootaproblemgiventheHTTPresponsecode,requestandAPIdocumentation 
 2.6 IdentifythepartsofanHTTPresponse(responsecode,headers,body) 
 2.7 UtilizecommonAPIauthenticationmechanisms:basic,customtoken,andAPIkeys 
 2.8 ComparecommonAPIstyles(REST,RPC,synchronous,andasynchronous) 
 2.9 ConstructaPythonscriptthatcallsaRESTAPIusingtherequestslibrary 
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 3.0 CiscoPlatformsandDevelopment 
 3.1 ConstructaPythonscriptthatusesaCiscoSDKgivenSDKdocumentation 
 3.2 DescribethecapabilitiesofCisconetworkmanagementplatformsandAPIs(Meraki, 
  CiscoDNACenter,ACI,CiscoSD-WAN,andNSO) 
 3.3 DescribethecapabilitiesofCiscocomputemanagementplatformsandAPIs(UCS 
  Manager,UCSDirector,andIntersight) 
 3.4 DescribethecapabilitiesofCiscocollaborationplatformsandAPIs(WebexTeams, 
  Webexdevices,CiscoUnifiedCommunicationManagerincludingAXLand UDS 
  interfaces,andFinesse) 
 3.5 DescribethecapabilitiesofCiscosecurityplatformsandAPIs(Firepower,Umbrella, 
  AMP,ISE,andThreatGrid) 
 3.6 DescribethedevicelevelAPIsanddynamicinterfacesforIOSXEandNX-OS 
 3.7 IdentifytheappropriateDevNetresourceforagivenscenario(Sandbox,CodeExchange, 
  support,forums,LearningLabs,andAPIdocumentation) 
 3.8 Applyconceptsofmodeldrivenprogrammability(YANG,RESTCONF,andNETCONF)ina 
  Ciscoenvironment 
 3.9 Constructcodetoperformaspecificoperationbasedonasetofrequirementsandgiven 
  APIreferencedocumentationsuchasthese: 

3.9.a ObtainalistofnetworkdevicesbyusingMeraki,CiscoDNACenter,ACI,Cisco SD-
WAN,orNSO 

3.9.b Managespaces,participants,andmessagesinWebexTeams 
3.9.c Obtain a list of clients / hosts seen on a network using Meraki or Cisco DNA 

Center 

 
 4.0 ApplicationDeploymentandSecurity 
 4.1 Describebenefitsofedgecomputing 
 4.2 Identifyattributes ofdifferentapplicationdeployment models(private cloud, public 
  cloud,hybridcloud,andedge) 
 4.3 Identifytheattributesof theseapplicationdeploymenttypes 

4.3.a Virtualmachines 
4.3.b Baremetal 
4.3.c Containers 

 
 4.4 DescribecomponentsforaCI/CDpipelineinapplicationdeployments 

4.5 ConstructaPythonunittest 
4.6 Interpretcontentsof aDockerfile 
4.7 UtilizeDockerimagesinlocaldeveloperenvironment 
4.8 

 
4.9 

Identifyapplicationsecurityissuesrelatedtosecretprotection,encryption(storageand 
transport),anddatahandling 
Explainhowfirewall,DNS,loadbalancers,andreverseproxyinapplicationdeployment 

4.10 DescribetopOWASPthreats(suchasXSS,SQLinjections,andCSRF) 
4.11 

 
4.12 

UtilizeBashcommands(filemanagement,directorynavigation,andenvironmental 
variables) 
IdentifytheprinciplesofDevOpspractices 

 5.0 InfrastructureandAutomation 
 5.1 Describethevalueofmodeldrivenprogrammabilityforinfrastructureautomation 
 5.2 Comparecontroller-leveltodevice-levelmanagement 
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 5.3 Describetheuseandrolesofnetworksimulationandtesttools(suchasVIRLandpyATS) 
 5.4 DescribethecomponentsandbenefitsofCI/CDpipelineininfrastructureautomation 
 5.5 Describeprinciplesofinfrastructureascode 
 5.6 

 
5.7 

DescribethecapabilitiesofautomationtoolssuchasAnsible,Puppet,Chef,andCisco 
NSO 
IdentifytheworkflowbeingautomatedbyaPythonscriptthatusesCiscoAPIsincluding 

  
5.8 

ACI,Meraki,CiscoDNACenter,orRESTCONF 
IdentifytheworkflowbeingautomatedbyanAnsibleplaybook(managementpackages, 

  
5.9 

usermanagementrelatedtoservices,basicserviceconfiguration,andstart/stop) 
Identifytheworkflowbeingautomatedbyabashscript(suchasfilemanagement,app 

  
5.10 

install,usermanagement,directorynavigation) 
InterprettheresultsofaRESTCONForNETCONFquery 

 5.11 InterpretbasicYANGmodels 
 5.12 Interpretaunifieddiff 
 5.13 Describetheprinciplesandbenefitsofacodereviewprocess 
 5.14 InterpretsequencediagramthatincludesAPIcalls 

 6.0 NetworkFundamentals 
 6.1 DescribethepurposeandusageofMACaddressesandVLANs 
 6.2 

 
6.3 

DescribethepurposeandusageofIPaddresses,routes,subnetmask/prefix,and 
gateways 
Describethefunctionofcommonnetworkingcomponents(suchasswitches,routers, 

  
6.4 

firewalls,andloadbalancers) 
Interpretabasicnetworktopologydiagramwithelementssuchasswitches,routers, 

  
6.5 

firewalls,loadbalancers,andportvalues 
Describethefunctionofmanagement,data,andcontrolplanesinanetworkdevice 

 6.6 DescribethefunctionalityoftheseIPServices:DHCP,DNS,NAT,SNMP,NTP 
 6.7 

 
6.8 

Recognizecommonprotocolportvalues(suchas,SSH,Telnet,HTTP,HTTPS,and 
NETCONF) 
Identifycauseofapplicationconnectivityissues(NATproblem,TransportPortblocked, 

  
6.9 

proxy,andVPN) 
Explaintheimpactsofnetworkconstraintsonapplications 

 


